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O COBEPIIIEHHBIX NUMUTOCTOMKNX IIIN®PAX
3AMEHbBI C HEOTPAHUYEHHBIM KJ/IFOYO0M

© 2013  C.M. Pamees!

B pabGore uccienyrorcs coBepilieHHblEe MUMPHI, CTORKAE K UMUTAIAA U I10JI-
MeHe coolIeHnit. XOPpOoIo M3BECTHO, YTO (P TaMMUPOBAHUS C PABHOBEPOSIT-
HOW raMMOM SIBJISIETCSI COBEPIIEHHBIM, HO MAKCHMAJIbHO YS3BUMBIM K IOIBITKAM
AMATAIMA U HOJMEHBI. DTO IPOUCXOAUT IIOTOMY, 9TO B IIM(MpPe raMMHUPOBAHUS
aaBUThl [UIsT 3aIMCH OTKPBITHIX U IMN(MPOBAHHBIX TEKCTOB paBHOMOUIHBIL. Ha
OCHOBE MaTeMaTHYeCKOW Mojean mudpa 3aMeHbl ¢ HEOIDAHUYEHHBIM KJIIOYOM,
npesgoxennoit A.FO. 3y6oBbiM, B paboTe NpuBOAUTCS KOHCTPYKIWS IMUMPa, KO-
TOpBI OOJIaZlaeT yKa3aHHBIMEA TpeMms cBoiictBamu. llpm sToM omopwsiil mudp
JIAHHOW MOJIEJIN SIBJISIETCSI COBEPIIEHHBIM M JOCTHUIAeT HIDKHUX I'DAHUIL JJIS Be-
POSITHOCTEH ycliexa MMHUTAIMNA ¥ IIOJAMEHBI COOOIIEHUI.

Kuarouebie ciioBa: mudp, coBepilneHHbIN mudp, UMATAIUS COOOIIEHUS.

IIycte X, K, Y — KOHeYHBIE MHOXKECTBA OTKPBITHIX TEKCTOB, KJOUell u mudpo-
BaHHBIX TEKCTOB cOOTBeTCTBeHHO. O603HAYMM Uepes

Yp=(X,K,Y,E,D,P(X), P(K))

BEPOATHOCTHYIO Mozesb mmdpa (em. [1]), tne E u D — mHOXKecTBa paBmi 3amudpo-
BaHHs U paciindpPOBAHNAS COOTBETCTBEHHO. [IpH 9TOM IpeIIoaraeTcs, 9To anpropHbIE
pacupegesenus Bepostaocreit P(X) u P(K) Ha coorBercTBylOImUX MHOXKecTBax X U
K HezaBUCHMBI U He COJepXKAT HYJIEBbIX BepositHOcTelt. Pactpenenenns P(X) u P(K)
€CTEeCTBEHHBIM 00pa30M MHJIYIUPYIOT pacltpejenenne sepositHocTelt P(Y') ciemyrommm
obpazom:

Py(y)= Y Px(x)Px(k).

(z,k)EX XK
Ey (z)=y

O6osznaunm vepes K (x,y) MHOXKeCTBO Takux Kjodeil k € K, jig kotopeix Fy(z) =y.
Yenosnast sepoaTHOCTh Py x (y|2) onpesessercsa ecrecTBeHHBIM 00pa3OM:

— ZkEK(x.y) PK(k)7 €c/Ia K(I7 y) ?é 2,
Prxlole) = { T o K 2o

C moMOIIBIO TEOPEMBI YMHOXKEHUSI BEPOATHOCTEH MOYKHO OLPEJEINTh U yCJIOBHYIO Be-
poarnocTb Py |x (y|z):

Px\Y(x|y) = Px(:c])i;zg(y:c)

1Panees Cepreii Muxaitiosud (RatseevSM@mail.ru), kadeapa uHGOPMAIMOHHONE GE30IIACHOCTH
U TEOPHH YIPABJIEHUsI YIIbSHOBCKOIO TOCyJapcTBeHHOro yuusepcureTa, 432017, Poccuiickas Pene-
pamusi, r. YabsaHOBCK, yia. JIbBa Tojcroro, 42.
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HamomummM, uro mmudp X p HazbiBaeTcss coBepiineHHBIM 10 [IleHHOHY, ecan st JI00BIX
r € X u y €Y somonnserca pasenctso Py |y (z|y) = Px(x). lna cosepmennoro mo
IMennony mudpa MOXKHO JaTh U SKBUBAJEHTHBIE OIPEJICJICHUSI.

Ilpennoxkenue 1. g mpouwsBosbHOro mudpa Xp CAEAYIONINE YCIOBUS SKBU-
BaJIECHTHBI:

(i) mna mobeix x € X m y € Y sbmonneno pasenctso Px |y (z|y) = Px(z);

(1) mma moberx x € X m y € Y semommeno pasenctso Py x (y|z) = Py (y);

(#9t) mas m0OBIX 1,72 € X u y € Y BBIIOJIHEHO PaBEHCTBO

Py x(ylz1) = Pyx (y|zz).

[IpuBenem kpuTepuii COBEPIIEHHBIX MU(PPOB B KJacce MU(PPOB C PABHOMEDPHBIM
pactpeiesleHneM BEpOSTHOCTEH Ha MHOXKeCTBe Kjodeir K.

Teopema 1. Ilycrs mua mmudpa Xp BbIONIHEHO JBOHHOEe HepaBeHCTBO |X| <
< Y] € |K|, u pacupenesnenue BepoarHocreii P(K) sapisercs pasHomepHbiM. Torua
mudp Xp gBasgerca cosepiieHHbIM 1m0 IIleHHOHY TOrma W TOMBKO TOT/A, KOI/IA BbI-
[IOJTHEHBI CJIEJIYIONINE YCJIOBUS:

(1) mas mobeix v € X n y € Y maiijerca Takoit kmod k € K, uro Ei(r) = y;

(i) musg mobbIX T1,T2 € X, y € Y BBIIOJHEHO PABEHCTBO

K (21, y)| = K (22,y)|

HdokazarenbcTBo. [lycts mudp Xp aBasercs cosepiienubiM 1o [llenmnony. Torma
OyHKT (4) cielyer u3 npeiokennst 1 u Toro dbakra, 9T0O PACIpe/IeJeHnsl BEPOsSTHOCTEN
P(X), P(K) u P(Y) He counepxkatr HyJeBbIX BepositHocTeil. lasiee u3 npemiokenust 1
cefyet, 9To JIA MobhX x1,72 € X u y € Y Bumonmeno pasencTso Py x(y|ri) =
= Py|x(y|r2). Tax xax pacmnpenenenne sepoartHocteil Ha P(K) aBigerca pasHOMep-
HBIM, TO

|K($1,y)| |K(‘T27y)|
K| K|

Tosromy carenyer pasencro |K(x1,y)| = |K(z2,y)| mist mobeix 21,29 € X n y €Y,
9TO MOKA3BIBAET CHPABEJIMBOCTD MyHKTA (41).

= Pyx(y|z1) = Py|x (ylr2) =

O6partHo, nycrs BbIIOMHEHB! TyHKTHL (i) u (i). U3 (i) caenyer, uro |K(z,y)| > 0
Jutst obeix © € X, y € Y, a us (i4) ciemyer Takoe paBeHCTBO JIsl JIIOOBIX Z1,T2 € X,
yey:

K(z K(z
Py x(ylz1) = | (u;’y” _ | (|}§|,y) = Py x (y|z2).
TlosTomy u3 mpemioxkenus 1 ciemyer, uto mudp X p gaBisgeTcd coBepiineHHbIM 10 [Tlen-
wony. Teopema JioKa3aHa.

Paccmorpum BepositHocTHOe npocrpancTBo (2 = K, Fi, Pk). 3adukcupyem y € Y.
O6ozraunM vepes K (y) ciemyroriee MHOKECTBO:

K(y)={ke K | y€ Ex(X)}.

ITon obosnauenuem K(y) Oymem Takxke nonmmarb cobeitue (K(y) € Fg), 3akioda-
Ioleecss B TOM, YTO IPHU CIydailHOM BbIOOpe Kitoda k € K mudprekcT y MOXKHO
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pacumdposars Ha kiaode k, 1o ecrb y € Ei(X). Torma cobeiruio K(y) Gymyr Giaro-
NPUSITCTBOBATH BCe 3JIEMEHTHI n3 MHOXKecTBa K (y) m Tosmbko onm. ITostomy

P(K(y)= Y Pr(k).

keEK(y)

Ecim kaman cBsizu roroB K paboTe W Ha IpUEME YCTAHOBJIEHBI JEHCTBYONIAE KJIIOUHU,
HO B JAHHBII MOMEHT BPEMEHU HUKAKOTO COOOIIEHWS He MEePeIaeTCs, TO B ITOM CJLy-
Yae IPOTHUBHUKOM MOXKET OBITH HMPEJUPUHSATA IONBITKA UMUTAIME coolienus. Torma
BEPOSITHOCTH yCIIeXa MMHUTAIIMH OIIPEJIEISETCS CJIEAYIONUM 00Pa30M:

P = P(K(y)).
maz P(K(y))

Eciin ke B ZaHHBII MOMEHT IepenaeTcs HeKoTopoe coobinenue y € Y (Koropoe IoJiy-
9YEeHO M3 OTKPHITOro Tekcera = € X Ha kimove k € K), TO IPOTHBHUK MOXKET 3aMEHUTH
ero Ha y € Y, owmnunbiii or y. IIpu 3T0M OH Oy/eT pacCUUTHIBATH HA TO, YTO Ha Jeli-
CTBYIOIEM KJIFOUe Kk KPHUITOrpaMMa Y OyJIeT BOCIPHHSITA KaK HEKWil OCMBICJEHHBIH OT-
KDBITHIA TekeT T, ormgnbiil ot x. ITycrs "K(y) | K(y)” — cobblTre, 3aK/IIOYaIONIeecs
B IIOMBITKE [TOJIMEHBI cO00IIeHusT iy coobienneM y. [IpumMensis TeopeMy O MpOM3BEICHIN
BEPOSITHOCTEH, MOJIydIaeM, ITO

— Pr(k
PEG) | K(y) = ZEW N f@m  Cherwa Pek)

P(K(y) a ZkeK(y) Pr (k) ’

rie K(y,y) = K(y) N K(y). Torma BeposTHOCTH ycrexa IOAMEHBI COOOIEHHS OyaeT
BBIYHCJIATHCS 1O CJIeLyromei dhopmyste:

Ppodm = max P(K(g) | K(y))
Y, YEY
Yy#Y
Teopema 2 ([2]). dust moboro mudpa Yp clpaBeliMBbl HEPABEHCTBA
| X |X]—1
Pim 2 ) P, odm = .
[ Sy -1

Ipu srom P, = | X|/]Y] Torma u Tosbko TOrga, Korjua Jjis Joboro y € Y BbIIOJHEHO
paserctso P(K(y)) = |X|/|Y|. Takxe

Ppodm = (|X‘ - 1)/(‘Y| - 1)

TOTJIA W TOJBKO TOTJA, KOUJa Jisd JIIOOBIX Y,y € Y, y # ¥, BBIIOJHEHO DPaBEHCTBO

P(K(y) | K(y)) = (X[ =1D/([Y]-1).

Iycts Y = {y1,...,yn}, Sn — cuMMeTpumyecKkas Tpymma cremenu n, 17 € S, —
IUIKJIMYecKasl IIepecTaHOBKa Ha j nosunuii BiaeBo. O6osnaumm depes A; = A;(n,2)
MaTpHUIly pasMepa n X 2 HaJ, MHOXKECTBOM Y, UMEIONIYI0 TaKo# BHI:

A - 1 2 n T 1 n—1
=\ i) i@ .. Tiw ) T '
Uz marpun, A, j=1,..,n—1, cocrasum marpuny M = M(n? —n,2) pasmepa (n? —
—n) X 2 myTeM nocjenoBareabHoll rpadudeckoit 3anucu marpun, Aj,..., A,_1 0ogHOI
noJ, Jpyroii.
IMpemsoxkenue 2. Ilyers |K| = n? —n, |X| = 2. Banymepyem CTPOKH MaTpH-

bl M anemenTamu MHOXKecTBa K, a cTOMOIBI — 3jaementamMu MHOXkecTBa X. IlycTn
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marpuria M sgBaseTcs MaTpuiiei 3amundpoBaHus IS HEKOTOPOro mudpa Yp W pac-
upejiesenue BepositHocreil P(K) saBisiercss paBHomepnbiM. Torma mudp Yp sBisercs
copepiieHHbIM 110 [IleHHOHY, U st mudpa Y OJHOBPEMEHHO JIOCTUTAIOTCS HUXKHUE
IrpaHMIBl Jyisd BepoaTHocTedl Pip, 1 Ppogm:

2 1

Pipn = —, Pooam = ——.
im n’ podm n_1

dokazaTesbCcTBO cieayeT u3 TeopeMm 1 m 2.

OrnpesiesieHHasi BEPOSTHOCTHAST MOJIENb Tdpa Y MO3BOJISIET PACCMATPUBATL B Ka-
YeCTBE MHOXKECTBA OTKPBITBIX TEKCTOB X JIUIIb MOCJIEI0BATEIILHOCTH B HEKOTOPOM KO-
HevHOM ajiaBure A, JTMHBI KOTOPBIX OI'DAHHYEHBI HEKOTOPOU 3apaHee OIpPEeJIeJIeHHOM
KoHCTaHTOH. B pabore [2] npuBoisrcss Mojenu mudpoB 3aMeHbl ¢ OIDAHMYEHHBIM U
HEOIPAHUYEHHBIM KJIIOUOM, JIJIsT KOTOPBIX, B YaCTHOCTH, HA MHOYKECTBO X Takoe Oorpa-
HUYeHne He HaKIaabiBaeTca. [[ockombKy B 00meM ciaydae mudp 3aMeHbl ¢ OTPaHUIeH-
HBIM KJIOUOM COBEPIINEHHBIM He siBasiercss (cM. [2]), Hac Gymer mHTepecoBaTh mudp
3aMeHbl C HEOIPDAHMYEHHBIM KJIH0YOM. Takasi MareMarwdeckasi MOJIEIb MMeeT Psij I0-
JIE3HBIX CBOWCTB, HAIIPUMED, OHA, MO3BOJISIET CTPOUTH MOJIEJI COBEPIIEHHBIX MIH(POB,
croiikux K mMurarun u mnoaMmeHe (cM. [3]). Ilpueegem monens naxHOrO mmudpa.

I[Iycte U — KOHEYHOE MHOXKECTBO BO3MOXKHBIX MU(MPBEIUINH, & V — KOHETHOE
MHOXKECTBO BO3MOXKHBIX mudpobosuadenuii. [lycrs takxke umetorcsa r (r > 1) ubb-
ekTUBHBIX oToOpakennit u3 U B V. Ilponymepyem nannble orobpaxkenusi: Fy, Fo,...,
E.. Onn nasearorcst npoctbiMu 3amenamu. O6osumaunm N, = {1,2,....r}. Onopabim
mudpom mudpa 3amMeHbl HazoBeM coBokynHocTh % = (U,N,., V| E, D), mis KoTopoit
BBIIIOJIHEHBI CJIEJYIONIUE CBOWCTBA!

1) ma mobsix v € U u j € N, Bemonneno pasencrso D;(Ej(u)) = w;

2) V= UjeN,. Ej(U)-

IIpu srom E ={Fy,....,E.}, D={Ds,...,D,}, D; : E;(U) = U, j€N,.

[-ii CcTeleHBIO OMOPHOTO Mmudpa Y. Ha30BEM COBOKYITHOCTH
l l 1 l l l
! = (UL N, VL ED, DO,

rie Ul,NlT,Vl — JIeKapTOBBI CTeleHn cOooTBeTCTByIomux MuHOXkecTtB U, N,., V. Mmo-
xecro B cocronr n3 orobparkenmuii E:U vtk g€ NZT, TaKUX, 9TO JJIsT JIFOOBIX
T=u..u €U F=7j1...5; € NZT BBIIIOJIHEHO PaBEHCTBO

Ej(ﬂ) = Ej1 (ul)...Ejl (Ul) =V1...0] € Vl,

a muokectso DU cocrour mz orobpazkennii Dy : E;(U') — U', 7 € N/, raknx, uro
ISt MOOBIX T = vy..0; € V!, 7= j1..5; € Nlr BBIIIOJIHEHO PaBEHCTBO

Dj(@) = Djl (’Ul)...D]’l (’Ul) =U...u; € Ul.

[IycTb 9, — cirydaitHblil reHepATOp KJIIOYEBOrO ITOTOKA, KOTOPBIA Jist JIFOOOTrO HATY-
panbHOrO Yncia | BhIpabaThIBAET CIYyUIalHbIN KJIIOYEBOW MOTOK ji...J;, Tae Bce j; € N,.
O6o3HaunM wepes Lb; CIepyONy0 COBOKYMHOCTD BEJTHHIH:

Sy = (UL NL VL EW, DY PUY), P(NL)).
IMMudbpom 3aMeHBI ¢ HEOIPAHWYEHHBIM KJIFOYOM HA30BEM CEMEHCTBO

Y=y, 1eN; ).
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Ilpu 5TOM HE3aBUCHMBbIE W HE COACPXKAINUE HYJIEBBIX BEPOATHOCTEH paCIpemIeacHus
P(UY u P(N\) ungynupyroT pacipe/ie/ienusi BeposTHOCTell Ha MHOKecTBe V':

Pyi(v) = Z Py (@) P (7).
(w,7) €Ul xNL
Bo(m)=7

Taxzke ompesieum ycyoshbie BepoaTHOCTH Prijyi(U|v) w Py (U[a):

P (ﬂ) - Py |t (mﬂ)
Py (v) ’

Py (vlu) = Z Py (7), Py (ufp) =
JENL (W)

rne NL(w,v) = {j € N. | E;(u) = v}. Topopar, uro mudp Xy sBIsercs COBepIIeH-
HBIM TOTJ[a U TOJbKO TOTJIA, KOTJa Jyis Jmoboro Harypaibaoro | mmdp Yb; asasercs
coBepireHabiM 10 [Ilennony.

IIpengioxxenne 3. s mmdpa Y Cleayolye yejaoBUsl SKBUBAJIEHTHBL:

(i) s moGoro | € N u mobeix @ € U', 7 € V! pemonneno pasencrso Py (wv) =
= P (w);

(i1) mna moboro | € N m mobex u € U, ¥ € V! prmonmeno paseHcTBO
Py (U[u) = Py ();

(iii) maa moGoro | € N m mobeix Uy, € Ul, © € V! pomommeno pasencTBo
PVZ|UZ (U|ﬂ1) = PVL‘UZ (f|ﬂ2).

Teopema 3. Ilycre st mudpa Xy BBITOJTHEHB HEPABEHCTBA
ul<vis<r,

u pacupejesenue Beposraocreir P(N,.) siBisiercsa pasHomepubiM. Torma mudp Xg as-
JISIETCsI COBEPIIIEHHBIM TOTJIA M TOJBKO TOI/A, KOTJA BBIIOJHEHBI CJIEIYIONUe YCIOBHS:
(¢) mms mobeix w € U n v € V maidinercs taxkoe j € N, aro Ej(u) = v;
(#4) mug JuobbIX uy,us € U, v € V BbIIOJHEHO PABEHCTBO

Ny (u1, 0)| = [Ny (ugz, v)].

HoxkazarenbctBo. Ilycrs mmdp Yy aBasercsa coBepurenubiM. Torma, B 4aCTHOCTH,
onopubIil mudp mmdpa Xy Oymer aBaaTbcsa coBepireHHbIM o Illemnomy. ITosTomy
yenosus (i) m (ii) caeayror m3 Teopemsr 1.

O6parno, nycrb BbinoJHeHbl yciaosus (i) u (i) miug mudpa Dy. Sadukrcupyem
upoussosibHoe 3Hadenue | € N. U3 nynkra (i) ciemyer, 9To st JOOBIX T = Uq...u; €
€ U' u v=vw;..y € V! maitnerca Taxoii Kmouesoil MoToK j = ji...j; € NI zapucsmmit
OT U U U, 4TO

Ej(ﬂ) = Ejl (’U,l)...Ejl (ul) = V1...0] = .

Jaree, 3adbuKcEpyeM HTPOU3BOILHBIM 00pPAa30M HEKOTODBIE 3HAYCHHS G = a1...a; € U',
b="b..by € U, 5=wvy..v € VL. Torna

l l
— (i1) T
N, (@) = [T INc(as,v0)] =TT ING (b3, 00)] = [N, (B,)1.
i=1 i=1

Taxum obpasoMm, m3 Teopembl 1 cieayet, ato mmucdp N}, SBIAETCS COBEPITCHHBIM
mo [lemnony. B cuiay mpom3BOIBHOCTH 3HAYEHUS [ CJAEIyeT COBEPIIEHHOCTH IMH(Pa
Y. Teopema mokazana.
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! 1
O6OBH§;HI/IM uyepe3 P, BepOATHOCTD yclexa MMUTAIUH cOOOIIeHus mjid mudpa Xy,
a Jepe3 Ppodm(s) — BEPOSTHOCTD YCIIE€XA MTOAMEHDI B COODIEHNH JJIMHBI [ POBHO S CHM-

BosioB 1t mdbpa by, riae s < I. VI3 TeopeMbl 2 Cliefyer, uTO eciu Jis HEeKOTOPOTro
mmnbpa Yy BeinosnHeHo paseHcrso |U| = |V, rue U, V. — mHOx)ecTBa mudpBeInInH
u mudhpobosHATeHnit COOTBeTCTBeHHO, TO P, = Pziodm(s) =1 jutst TIOOBIX HATYDPAJIb-
HbIX | 1 s < I, TO ecThb Takume MU@PHI MAKCUMAJILHO YSI3BUMBI K YIPO3aM WMUTAIIH
U TOJMEHBI coobIeHus. B cremyromnieM MpeyIoKeHUN MPUBOIUTCS MNP 3aMEHbBI C
HEOTPAHWYEHHBIM KJIFOYOM, OIOPHBIA mudp KOTOPOIO SIBJISIETCS COBEPIIEHHBIM U J0-

CTUraeT HU2KHUX TI'DaHUIL JIJIA BepOHTHOCTefI ycCiiexa UMUTallU U IIOMEHBI COO6H.[€HI/II71.

IIpennoxenue 4. Ilycts M = M(n? —n,2) — marpuna Haj MHOXkKecTBOM V =
= {v1, ..., v, }, mHocTpoeHHas mepes mpeatoxkenneM 2, r = n’—n, |U| = 2, u mycTh Mar-
puria M sBasieTcst MaTpuiiei 3ammdpoBaHns JIsT OMMOPHOTO IHdpa 3aMeHbI ¢ Heorpa-
HUYEHHBIM KJOYOM Y. IlycTh Takke CiydaliHbI TeHEPATOP KJIIOYEBBIX MOCJIEI0BA-
TeJbHOCTel 1), U3 KoHCTpyKnmu mudpa Yy uMMeeT paBHOMEpHOe pacipejesenue. To-
ria s Jioboro Harypasibhoro | mmdp LY, apisercss cosepmennbiv 1o [llennony u
BBITIOJTHEHBI CJIEJIYIONE PABEHCTBA:

l s
2 1
Pilm: <n) ) P]l)odm(s): (n_1> )

! l
to ecrb P, — 0 npu | — 00, P ;. (s) = 0 npu s — oo.

m
JloKa3aTesIbCcTBO ClelyeT U3 IPEJJIOKEHUusT 2 U TEOPEMBI 3.

JIureparypa

[1] Ocnosnr xkpunrorpadun / A.IL. Aadepos [u ap.]. M.: Temmoc APB, 2005.
[2] 3ybos A.IO. Kpunrorpaduueckue merombl 3amurhl urdopmanuu. CoBepIrieHHbIe
mudper. M.: Temnoc APB, 2005.

[3] Pamees C.M. O coepiennbix umuroctoiikux mmdpax // IpuksianHas Tuckper-
Hast MaTeMaruka. 2012. Ne 3(17). C. 41-47.

THocrynuna B pemakmmio 23/1X /2013;
B OKOHUaTeIbHOM Bapuanre — 23/IX /2013.



48 C.M. Pauees

ON PERFECT IMITATION RESISTANT CIPHERS
OF SUBSTITUTION WITH UNBOUNDED KEY

© 2013  S.M. Ratseev?

Constructions of perfect imitation resistant ciphers are investigated in the
work. It is well known that Vernam cipher with equiprobable gamma is a per-
fect cipher but it is not imitation resistant. It is because in Vernam cipher
equipotent alphabets for plaintexts and ciphertexts are used. On the basis of
A.Yu. Zubov’s mathematical model of substitution cipher with unbounded key a
model of perfect and imitation resistant cipher is constructed. At that reference
cypher of the given model is perfect and reaches lower boundaries for success
probability of imitation and substitution of communication.

key words: cipher, perfect cipher, imitation of communication.
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